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Online Trust: A Relevant Topic
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Topics of Discussion

 Government On-Line Vision

* Defining Trust

 The Importance of Policy

* Applying Security Principles — Secure Channel

¢ Summary
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Government of Canada’s Online Vision

 Horizontal integration across program service
delivery

 Enablement of Business Transformation through
citizen self-service access to programs

« Services accessible anywhere, anytime

« Government as an integrated enterprise - no
wrong door

« Insulation from service provider technologies
and processes

* Increased program to program collaboration
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Factors of Online Trust

« INTEGRITY - service user believes service provider
adheres to an acceptable set of principles

« BENEVOLENCE - user believes that provider does
not mean them harm

« EASE OF USE - both parties have the necessary
skills and competencies to partake in the
transaction

Adapted from Lauer, Deng: Oakland University, 2006
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Studies Show That:

* Privacy Protection leads to greater client trust

 Client Trust leads to greater client truthfulness
and loyalty

 Trust bridges the gap between privacy
protection and client honesty

Culnan, 1993; Wang, Lee, Wang: 1998; Hoffman, Novak, Peralta, 1999; Lauer, Deng, 2006
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The Policy Framework

* Privacy Act * PKI Management Policy
* PIA Policy - Electronic Authorization and
* Privacy and Data Protection Authentication Policy
Policy « GoC and GOL Certificate Policies

« Data Matching Policy
 Government Security Policy
« Management of IT Security

« Secure Electronic Signature Regs

« Management of Government
Information Policy

Standard _ _

- Intrusion Detection Standard * Common Services Policy

« Common Look & Feel « Provincial legislation and policies
Standards
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Secure Channel — Built on Policy Framework

Citizen / Business Access Options Shared Infrastructure
/Employees e -’.-;—
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« End to End secure infrastructure service

«  Supports multi-level security requirements (Protected A, B, C)

«  Common authentication services — the epass @i‘f’”

 Client data still owned by programs - departmental accountability and
autonomy preserved

« Data and service sharing with user consent
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Comparing Paper to SC Online Process
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Secure Channel — Privacy and Security
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Shifting Sands

From: To:
L. . Policy based on
Prescriptive policy Sl
based on technology T
Vertical service delivery Horizontal service
using shared, delivery and
common IT infrastructure transformation
_ _ |dentity, Security,
Security and privacy as Privacy as separate
a common discipline focus areas
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Summary — Trust in Online Service Delivery

Policy Framework
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Thank You

EE‘" Milan Belohoubek

Senior Director — Secure Channel
Bell Canada

Phone: (613) 781-9248
e-mail: milan.belohoubek@bell.ca
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